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Visibility Region Exploitation for PHY Authentication in XL-MIMO Systems

Senanur Demirci

Abstract—Wireless networks are open to identity spoofing
attacks because of their broadcast nature, emphasizing the need
for strong security. Physical layer authentication (PLA) is a
crucial strategy for securing wireless networks against such
threats. Extra-large multiple-input multiple-output (XL-MIMO)
technology, with its unique visibility region (VR) concept due to
the near-field effect, offers a promising way to enhance network
performance. This letter proposes a PLA approach using VR
to create unique and robust signatures from the power and
beamspace domain of XL-MIMO. Simulation results confirm the
effectiveness of the proposed method in detecting attacks with
high accuracy and low false alarm rates.

Index Terms—Extra-large MIMO (XL-MIMO), beamspace
domain, physical layer authentication (PLA), visibility region
(VR), spoofing attack.

I. INTRODUCTION

ASSIVE multiple-input multiple-output (MIMO) is a

key technology in fifth-generation (5G) and beyond,
especially at high-frequency bands, where it maximizes system
gain and enables simultaneous service to many terminals using
large antenna arrays [1]. This has led to new deployment
strategies that integrate massive arrays into large-scale infras-
tructures such as city walls, airports, malls, and stadiums [2].
As MIMO evolves into extra-large (XL)-MIMO, the tradi-
tional assumption of spatial channel stationarity no longer
applies. The extensive size of XL-MIMO arrays leads to
non-stationarities in the wireless channel, with each antenna
element experiences varying power and phase due to the
near-field effect, which result in spherical wavefront (SW)
rather than planar ones. Moreover, these near-field effects
introduce the concept of visibility region (VR) [3], where
different elements of the array experience distinct channel
responses. Unlike conventional massive MIMO, in XL.-MIMO,
each terminal or scatterer interacts with only a portion of the
array, further complicating channel behavior. These unique
characteristics of XL-MIMO systems pose several practical
challenges. As array sizes increase, so too do the demands on
hardware complexity, signal processing, and energy efficiency.
Moreover, the evolving nature of the channel in such large
systems can introduce additional vulnerabilities, particularly
with respect to maintaining system security.
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Recent advancements have positioned physical layer secu-
rity (PLS) as a critical concern in wireless networks, due to the
vulnerability of the open wireless medium to impersonation
attacks. In particular, authentication plays a crucial role in
ensuring secure communications by verifying the identity of
all parties involved.

As massive MIMO systems grow more complex, the
demand for adaptable and cost-effective authentication meth-
ods capable of preventing impersonation attacks while
accurately validating legitimate transmitters is increasing. In
response to these challenges, physical layer authentication
(PLA) techniques have recently gained attention as a promis-
ing alternative to traditional cryptography-based methods. By
leveraging the inherent properties of the physical layer, PLA
offers a more secure and efficient approach to authentica-
tion, particularly in the dynamic and complex environments
introduced by XL-MIMO. Extensive research has been con-
ducted on PLA techniques for MIMO and massive MIMO
systems [4], [5], [6], highlighting their potential to enhance
security. In XL-MIMO systems, the PLS concerns have been
explored extensively in the literature. For instance, studies such
as [7], [8], [9] investigate the impact of SW models in near-
field channels, proposing a secure transmission framework
where beam focusing at the base station (BS) is used to
transmit confidential information to a legitimate user, even in
the presence of an eavesdropper positioned between the user
and the BS. Furthermore, the work in [10] expands on PLS
schemes to secure wideband communications. However, it is
important to note that the variations in the channel across the
XL array, due to both SW and VR, remains unexplored in the
context of PLA.

In this letter, to address the existing gaps in the afore-
mentioned literature, a novel PLA approach for XL-MIMO
systems is proposed by investigating the near-field XL-MIMO
channel characteristics. The contributions of the work are
summarized as:

e The VR-based propagation condition is studied and
exploited to provide a novel PLA approach in the XL-
MIMO networks. This letter is considered the first in the
security field that leverages the VR concept to enhance
authentication performance at the physical layer level.

e The VR features utilized in the proposed scheme are
extracted from both the power and beamspace domains
of the XL-MIMO channel. By identifying the VR charac-
teristics in the system, we formulate VR-based signatures
in which the authentication process is robust to spoofing
attacks. Two types of signatures are proposed for each
identified VR based on birth and death VR points, size
of the VR, number of antenna elements within VR that
are overlapped with other VRs, and the number of the
non-overlapped antenna elements in the given VR.
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Fig. 1. The illustration of the system model.

e Through simulation analysis, the efficiency of the
proposed VR-based signature in the PLA framework is
evaluated under various sparsity levels and attacker’s
positions in terms of probability of detection (PD) and
probability of false alarm (PFA).

II. SYSTEM MODEL

Consider a 5G new radio (NR) network in uplink scenario
comprising three nodes: Alice, a legitimate transmitting node
with a MIMO array of N4 antenna elements, Bob, a legitimate
receiving node with an XL-MIMO array of Np antenna
elements, and an attacker with Np antenna elements. All
nodes employ a uniform linear array (ULA) configuration,
as illustrated in Fig. 1. Within this network, Alice initiates
access as the legitimate transmitter, Bob serves as the intended
legitimate receiver tasked with authenticating Alice, and the
attacker aims to impersonate Alice’s signal by transmitting to
Bob. PLA process must enable Bob to accept messages from
Alice as legitimate while rejecting those from the attacker. To
achieve this, a unique signature based on XL-MIMO channel
characteristics is developed in this letter for the authentication
process.

A. XL-MIMO Channel Model

In the XL-MIMO systems with high frequency bands, most
of the signals are propagated within the near-field region of the
XL array of Bob node which reflected directly on the steering
vector design. Unlike the far-field steering vector, the near-
field steering vector design is angle and distance dependent in
which it is obtained as

S S i T —j 2 (ry—7)] T
a0, 1) \/Ne e , (D
where A is the signal wavelength, 6 is steer-
ing direction, N € {N4,Np,Ng}, and 1, =
V(#)?2+ (n—1)2d2 — 27(n — 1)dsin(f) represents the

distance between the cluster and the n-th antenna element
by taking the distance 7 (the distance between the first
antenna element and the cluster) as a reference point where
d represents the inter-element spacing. Besides, the variation
of power level over antenna elements at XL array of Bob is
observed due to the spatial non-stationary effect in the near-
field propagation which introduces the VR concept. Assuming
Lx clusters in the environment, the VR of [-th cluster of the
XL array can be represented as

T
wp = 1,2, U N, 2
where u; , = 1 indicates that the /-th cluster can see antenna n
and v , = 0 indicates the opposite. Based on that, the channel
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between node X and Bob! is modeled as
Lx
Hyp = o a(hih) 0w a (0, 7k ), @)
=1

where «; is the complex channel gain of cluster /, fp is
the angle of arrival (AoA) at Bob node, fx is the angle
of departure (AoD) at node X, and ® means the Hadamard
product operator.

B. Clusters Evolution

As time progresses, clusters in the non-stationary XL.-
MIMO channel evolve through a birth-death process,
categorizing them into two groups: surviving clusters and
newly generated clusters [11]. Surviving clusters undergo
evolution, resulting in changes to their corresponding VR
positions on the XL array. During this evolution, disappearing
clusters are removed from all sets, while newly generated clus-
ters are added to the appropriate cluster sets. The survivability
of each cluster at time ¢ + At is determined by the survival
probability Pg,, which is calculated as [12]

—Ar9L, |lvr, ||At

Dg, ’
where A denotes the recombination rate, and the parameters
0r, and v, introduce fluctuations of clusters. The moving
clusters with mean velocity vy, comprise a specific percentage
0r, of clusters. Dgz, denotes the scenario—dependent coeffi-
cient that characterizes the space correlation factor [13]. If a
cluster survives, certain parameters such as its mean power
and angular parameters are updated according to the first-order
Gauss-Markov model given by [14]

Cp, (t+ At) =pCp, (t)+£(2), (5)
where Cf7, (t) represents the parameters of the surviving
cluster at time ¢, p is a correlation coefficient that determines
the degree of correlation between the previous and current
cluster parameters states, and £(¢) is a random variable repre-
senting environmental randomness, which follows a Gaussian
distribution £(t) ~ CA(0,02). The variance o2 indicates
the degree of cluster parameters variation over time; a low
o value corresponds to a static environment, while a high o
value corresponds to a dynamic environment. Note that the
evolution of the clusters over the XL array affects the location
and extraction process of the VRs.

“4)

sy = €XP

III. PROPOSED FRAMEWORK DESIGN
A. Power-Based VR Characteristics Extraction

The conventional method for detecting the VRs of a single
node (assuming the total number of VRs for the X node is
Lx) involves measuring the received power across the XL
array from the signal transmitted by the given node. For the
[-th VR, its size is defined by the number of array elements
it contains, denoted as N;, where [ = 1,2,..., Lx. Adjacent
array elements with power above a predefined threshold Py,
are considered to constitute a VR, while non-adjacent groups
of array elements with received power above the threshold

THere, the X node represents either Alice or the attacker node (i.e., X €

{4, E})
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Fig. 2. An example of XL-MIMO system with two overlapped VRs
representation in the power and beamspace domains. Here, we assume Alice
has 16 antenna elements while Bob (XL array) has 128 antennas operating at
2.5 GHz frequency.

Py, are considered non-overlapping VRs. The number of non-
overlapping VRs detected is denoted by L)N(OP, with L)N(OP <
Lx. For each identified VR, its birth and death points are
also determined. The birth point nll) of the /-th VR is defined
as the antenna index of the array where the VR begins,
while the death point né is the antenna index where the VR
ends. However, it is important to note that if the received
signal power forms more than one VR, this approach can
only identify the presence of multiple VRs when these VRs
are non-overlapping. In case where VRs are partially or fully
overlapping, detection can be achieved through the beamspace
representation of the MIMO channel, as discussed herein.

B. Beamspace-Based VR Characteristics Extraction

The beamspace representation of MIMO channels reduces
dimensionality, improves interference management, and sim-
plifies channel estimation, making it robust to channel
variability and effective for optimizing MIMO performance.
The spatial and beamspace domains are related via the
spatial discrete Fourier transform (DFT) represented by the
unitary matrix U [15]. In XL-MIMO networks, the distance-
and angle-dependent characteristics of near-field propagation
affect the beamspace channel representation. As presented
n [16], for a given beam in the beamspace representation,
the beamwidth determines the VR size on the XL array since
the beamwidth is inversely proportional to the antenna array
aperture size. For example, the size of the /-th VR is given by
-5 O.§8§A - ©)

3dB SIH(G )
where Qg4 = 2|0' — 6} ;5| is the 3 dB beamwidth of the /-th
beam with Gé 4p 1s the angle at which the gain is 3 dB below
the maximum.

According to the estimated channel between the X node
and Bob (the XL-MIMO node), the maximum number of VRs
equals the number of beams in the beamspace domain. The
angular coordinates (virtual AoDs and AoAs) of each beam
indicate the angular locations of environmental clusters relative
to the X and Bob nodes. It is worth noting that any change in
these beams provide insights into VR distribution on the XL
array.

Ny

C. Proposed VR-Based Signature

By merging VR characteristics from both domains, a unique
signature can be formed, which serves as the foundation for

a novel PLA scheme. An example illustrating the VRs in

these two domains is shown in Fig. 2. Using the following

characteristics from the /-th VR: birth point (nll)), death point

(né) the total /-th VR size NV, the overlapped size N. ZOP , and

the non-overlapped size NlN OP " the proposed signature can

be built as follows:
o Given (né) and (né) of the I-th VR, VR size-based
signature is derived as
l
n
st = 0. )
n
This signature captures the spatial extend of a given VR
by measuring how far it extends from its beginning to its
end. This signature helps in authenticating users by their
unique VR footprint, assuming that each legitimate user’s
VR has a distinct size that can be reliably measured.

e Given N, lOP and N lN OP of the [-th VR, the VR overlap-
based signature is derived as
NlOP
N, ®)
This signature addresses the interaction between multiple
VRs in the environment. It calculates the extent to which
other VRs overlap with a specific VR. The overlap-
based signature provides additional context comparing to
the size-based signature by accounting for environmental
interactions, which is useful in complex scenarios with

multiple overlapping VRs.

e Arrange these two signatures into one vector as st =
(st sd].

¢ Repeat the first three steps for all Ly VRs.

o Sort the s' vectors based on based on the value of the
non-overlapped size of the VR in decent order.

e Put the sorted vectors into one combined vector as
s = [s!,s2,-,s/X]T where s is the proposed VR-based
signature.

o Store the proposed VR-based signature vector s in the
Bob node’s database as s(t,).

&=

D. Detection Model

The creation and storage of the proposed VR-based sig-
nature occur at time slot t,, after rejecting any signal not
sent by Alice. Security during this time slot is ensured
through upper-layer security mechanisms, such as encryption,
allowing Bob to extract only Alice’s VR-based features. In
the subsequent time slot ¢;, Bob detects and extracts VR
characteristics from the received signal, whether sent by Alice
or other nodes. The proposed signature is then built from these
detected characteristics and compared to the stored signature
to determine if the signal is from a legitimate or illegitimate
node. The decision is made through a binary hypothesis test
to verify the signal’s identity:

Komng = [|s(t1) = s(to)ll < nen,

Ky = [|s(t1) — s(to)ll > nsn, ©
where s(¢1) is the proposed VR-based signature extracted at
timeslot ¢; and 7y, is a threshold used to separate between
Ky and K;. Hypothesis K indicates the signal was sent by

the legitimate node, Alice, while K; suggests it was sent by
an illegitimate node (potentially an attacker).
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Algorithm 1: The VR-Based Proposed PLA Scheme

* Timeslot ¢,:
Input: Received signal power, estimated H 4 5.
1 Extract the non-overlapped VRs characteristics from received signal
power over the XL array.
2 Convert the estimated channel H 4 g into beamspace domain.
3 Extract the VRs characteristics from the beamspace domain
representation.
for ! =1,2,...,Lx do
Calculate the first proposed signature using (7).
Calculate the second proposed signature using (6) and (8).
Set the I-th VR signature as s! = [s{, sé}

8 Sort the s signatures based on their non-overlapped size in decent
order.

9 Build the VR-based proposed signature as s = [s1,s2, ... sLx 7.

10 Store the VR-based proposed signature in the database of Bob as
s(to).
* Timeslot ¢1:
Input: Received signal power, estimated Hxp.

11 Repeat the steps from 1 to 9 to get the signature vector s(¢1).

12 Apply the binary hypothesis test given in (9).

13 if ny, < 1y, then

14 ‘ Bob authenticates Alice successfully

15 else

16 L Bob detects an attacker

The proposed VR-based PLA mechanism is summarized in
Algorithm 1. In this letter, within the authentication process
(training and verification), we assume that the clusters in the
Alice-Bob link have survived and evolved over time. Their
parameters are updated as given in (5).

E. PD and PFA Analysis

To analyze the authentication performance, PD and PFA
are defined based on the developed binary hypothesis testing
given in (9). The PD is defined as the probability of correctly
detecting a forged signal when Alice did not transmit, i.e.,
Ppq = Pr(ny > ny|K1). In contrast, PFA is defined as
the probability of falsely detecting an attacker when Alice is
transmitted, i.e., Py, = Pr(n > ny[Ko). By observing the
empirical distribution of 7y, it is noticed that the distribution
of Ky follows log logistic distribution by utilizing the fitting
tools introduced in [17], Ko ~ log logistic(\, ), while
the distribution of Kj follows normal distribution, K ~
N (11, ¥?), as shown in Fig. 3. In particular, PFA is mathemat-
ically formulated as

Pry = Pr(ng > nu|Ko),
% Ak(An)Fl 1
= 3 d’]’] = s
(L4 (An)*) 1+ (M)
For a given PFA value, 7y, is obtained as 7y, = (1/Pf, —

1)1/ /X to separate hypothesis Ky and hypothesis K7, and
hence the PD performance of the proposed scheme is captured.

(10)

IV. NUMERICAL RESULTS

In this section, the authentication performance of our
proposed method is evaluated in terms of PD and PFA. The
proposed VR signature is compared with both conventional
beamspace channel H signature and spatial MIMO channel
H signature [18].
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Fig. 4. ROC performance in (a) static and (b) dynamic environments with
Ny =Ng =16 and Ng = 256.

Figure 4 presents the receiver operating characteristic
(ROC) performance of our proposed approach, illustrating the
relationship between PD and PFA for authentication under
varying channel conditions. In this analysis, we assume equal
VR sizes for Alice and the attacker, with each comprising
50 elements. In the static environment depicted in Fig. 4(a),
where cluster locations change slowly (angular deviation of
03 = (0.25°)2 and a cluster size of 20 antenna elements),
authentication performance improves as the number of clusters
increases. By contrast, dynamic channels, shown in Fig. 4(b),
exhibit more rapid variations with an angular change of ag =
(0.5°)2 and a larger cluster size of 30 elements. As shown
in Fig. 4, for both static and dynamic scenarios, the proposed
VR signature consistently outperforms conventional MIMO
channel signatures, H and H. For instance, at a PFA of
0.6, the VR signature shows an approximately 8§7% improve-
ment in PD over the conventional signatures in the static
environment, and around 70% improvement in the dynamic
environment. While the H and Hj signatures may be adequate
for network authorization in sparse MIMO settings, they
face challenges in maintaining reliable authentication as the
XL-MIMO channel becomes nonstationary. This underscores
the significance of the proposed VR signature in ensuring
robust PLA, particularly in highly dynamic and nonstationary
environments. Compared to the performance in static environ-
ments, the proposed approach experiences some degradation
in dynamic environments due to rapid VR shifts and chang-
ing channel characteristics. These variations widen the gap
between the detected and stored signatures, increasing the
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Fig. 5. The PDF performance of (a) case 1, (b) case 2, (c) case 3, and (d) the
ROC performance for all cases in a static environment with Ly =3, Ng =
256, Ny = N = 16, and different VR sizes at Bob side where attacker’s
VRs sizes differ from Bob side.

likelihood of misidentifying the legitimate node. A potential
solution, as proposed in our earlier work [19], is to adopt a
tracking mechanism that continuously updates the signature
database, allowing the system to adapt to the fast-changing
XL-MIMO channel. This approach could significantly enhance
the system’s ability to track rapid VR changes, improving
scalability and reliability for real-world deployments in highly
dynamic scenarios which is a topic left for future work.

Figure 5 examines the impact of the attacker’s location on
the proposed PLA performance across three critical locations.
In Case 1, the attacker is far from both Alice and Bob, having
different clusters from Alice but potentially an equal number of
VRs in the worst case. In Case 2, the attacker is close to Alice,
with similar VRs visible to both. In Case 3, the attacker is close
to Bob, with a limited visible region of the XL array compared
to Alice, resulting in fewer VRs for the attacker. The prob-
ability density function (PDF) performance of the proposed
signature in these scenarios is shown in Figs. 5(a)-(c). We
can observe that the legitimate characteristics and illegitimate
ones are easily separated in case 3. However, as the attacker
gets closer to the Alice channel, the separation capability
of the nodes’ characteristics declines. The ROC performance
is illustrated in Fig. 5(d). As expected, Case 3 performs
the best, as the attacker cannot detect or predict the VRs
of Alice’s channel due to their limited visibility of the
XL array.

V. CONCLUSION

This letter introduces a VR-based PLA method tailored
for XL-MIMO systems by leveraging the non-stationarity
aspect of the XL array. The proposed approach exploits

VR characteristics in both power and beamspace domains,
encompassing birth and death VR points, VR size, overlapped
size with other VRs, and non-overlapped VR size. A rigorous
evaluation of the VR-based PLA approach is conducted,
considering performance metrics such as PD and PFA across
various attacker locations with respect to the XL array and
legitimate node. Leveraging the VR concept in XL-MIMO
systems for practical deployment involves addressing chal-
lenges of multi-user authentication and adaptability to dynamic
environments. Efficient algorithms are needed to manage real-
time signal processing and handle the evolving nature of VRs
due to user mobility and network changes.
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