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Robust Tracking-Based PHY-Authentication
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Abstract—Physical Layer Authentication (PLA) is a topic of
considerable interest in ensuring strong security for upcoming
wireless networks. However, existing PLA methods face chal-
lenges in maintaining performance in dynamic environments.
To overcome this, we propose a novel tracking-based PLA
approach, utilizing properties of the beamspace multiple-input
multiple-output (MIMO) channel in narrowband millimeter-wave
(mmWave) networks. Specifically, In particular, the proposed
technique involves extracting a distance signature vector from
the positions of the principal components within the beamspace
MIMO channel representation. These components are then sorted
in descending order based on their indices. To address mobility
concerns in dynamic settings, a tracking filter is introduced. This
filter allows the authentication system to continuously track and
update the stored signature, enhancing overall authentication
performance. Additionally, the proposed technique is extended
to ultra-wideband signaling. In this extension, the richness of
the derived signature is further improved by exploiting the
beam squint effect, contributing to a more robust authentication
process. Simulation results demonstrate that our approach over-
comes the limitations of previous methods, resulting in improved
authentication performance measured by detection and false
alarm rates.

Index Terms—Physical layer authentication (PLA), MIMO,
narrowband, wideband, beamspace channel, beam squint effect,
tracking filter.

I. INTRODUCTION

OVER the past few decades, wireless communication
technologies have made significant advancements in

both reliability and data throughput. These advancements
have been made feasible through the utilization of two key
innovations: multiple-input multiple-output (MIMO) systems
and millimeter wave (mmWave) technology. However, security
remains a critical concern in these deployments due to the
open and broadcast nature of the wireless medium, which
makes it vulnerable to various threats from illegitimate nodes,
such as spoofing and Sybil attacks. In a spoofing attack, the
attacker attempts to corrupt legitimate communications by
injecting some forged identity information, while the Sybil
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attack is based on creating multiple fake identities that are
designed to appear as distinct legitimate participants, giving
the attacker the ability to manipulate network activities [1]. In
recent years, physical layer authentication (PLA) has emerged
as an additional security measure to complement conven-
tional cryptography-based techniques to provide authentication
against different security threats. PLA provides a fast, cost-
effective, and low-complexity computational security solution,
besides its compatibility with forthcoming wireless commu-
nication networks such as 6G and beyond. PLA leverages
the random nature of the wireless medium and the hard-
ware impairments of the transceiver terminals [2] without the
requirement of additional security information, which signifi-
cantly the available capacity of the channel and improves the
system’s immunity against various security vulnerabilities.

A. Prior Works and Limitations

The literature contains a wealth of research targeting PLA,
these works harness the intrinsic properties of the physical
layer and can be broadly classified into two distinct categories:
hardware-based schemes and channel-based schemes. The
first approach utilizes device-specific radio frequency (RF)
hardware features for authentication, which include phase
noise [3], [4], carrier frequency offset (CFO) [5], [6], and
power amplifier nonlinearity [7]. However, implementing
these techniques involves extra costs because of the need for
additional extraction equipment. The second scheme, on the
other hand, eliminates the need for supplementary feature
extraction equipment, as the necessary physical-layer features
can be extracted directly from the received signal or channel
information, such as received signal strength (RSS) [8], chan-
nel impulse response (CIR) [9], and location-based channel
gain [4].

Notwithstanding their potential benefits, current channel-
based methods possess certain limitations, such as perfor-
mance degradation in dynamic and sparse environments.
Specifically, the introduction of user mobility poses additional
obstacles to PLA, where even a small movement of a mobile
device can cause significant changes in channel response,
resulting in a notable increase in false alarm rates. To handle
this problem, a tracking-based PLA is introduced in [5] and
[6], where CFO is investigated to identify legitimate transmit-
ters, and a tracking filter is used to predict the current value
given the past tracked CFO variation. Similarly, the authors
in [10] proposed a V2X authentication framework based
on the characteristics of the physical layer channel, where

1556-6013 © 2024 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: Istanbul Medipol Universitesi. Downloaded on November 06,2025 at 09:22:49 UTC from IEEE Xplore.  Restrictions apply. 

https://orcid.org/0000-0001-7679-0326
https://orcid.org/0000-0002-7094-8521
https://orcid.org/0000-0001-9474-7372


10376 IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 19, 2024

the tracking process is used to refine both the iterative and
threshold models. However, these investigations are limited
to addressing multipath time-varying channels and fail to
address security concerns when communicating in a challeng-
ing, poorly scattered environment, especially when the attacker
is strategically positioned along the line of sight (LoS) path.

Taking into account the sparse channel characteristics
encountered in sixth-generation (6G) networks, traditional
channel-based methods may not be practically feasible. There-
fore, alternative characteristics must be employed for PLA.
This can be accomplished by integrating mmWave and massive
MIMO technologies, which enable the exploration of novel
and distinctive attributes for PLA [11]. For instance, in [12],
the authors leverage perturbed antenna array geometries for
PLA. Similarly, the work in [13] utilizes spatial beam pat-
terns to perform RF fingerprinting by exploiting the antenna
array structure’s and phase shifters’ inherent impairments.
Meanwhile, the authors in [9] use MIMO channel coefficients
to construct a multi-feature-based authentication method.
Furthermore, [14] exploits the location-specific property of
wireless channels for PLA in a massive MIMO system while
incorporating hardware impairments into the authentication
system. On the other hand, [15] exploits the mmWave MIMO
channel features, angle of arrivals (angle of arrivals), angle
of departures (angle of departures), and channel gain, with
the combination of hardware phase noise features to provide
a novel PLA scheme. The work in [16] proposes a novel
PLA system against spoofing attacks using a hybrid distance
signature of both the beamspace channel representation and
the mutual coupling effect in the MIMO antenna array.

However, the aforementioned PLA studies are susceptible
to channel variations and user mobility. Given that they are
primarily tailored for narrowband transmission, they cannot be
applied to wideband mmWave MIMO systems, which are cru-
cial for achieving high data rates. Furthermore, these methods
can only be implemented in the time division duplexing (TDD)
transmission and are not viable in the frequency division
duplexing (FDD) mode.

B. Contributions

In this work, a novel tracking-based PLA scheme is pro-
posed that takes advantage of the beamspace parameters for
the mmWave MIMO channels, offering versatility in static
and dynamic environments and robustness against channel
variations in both time and frequency domains. The work
builds upon the stability of beamspace parameters, such as
angle of arrivals and angle of departures, in dynamic set-
tings, contrasting their reliability with counterparts in time
and frequency domains [17]. The proposed PLA framework
employs a tracking-based approach, creating a unique authen-
tication signature by extracting principal components from the
beamspace representation of the mmWave MIMO channel.
This scheme is designed to operate effectively in both static
and dynamic environments, covering narrowband and wide-
band mmWave MIMO systems.

The proposed authentication signature, detailed in this work,
is an extension of the distance-based signature introduced in
our previous work [16]. The earlier method focused on static

environments, assuming fixed positions of legitimate nodes
during authentication and connection establishment, and was
tailored for narrowband transmission with TDD mode only.
In contrast, the current scheme is versatile, accommodating
various environments, both static and dynamic, and applies
to both narrowband and wideband mmWave MIMO systems.
The proposed signature stands out for its independence from
path gain, a crucial characteristic that enhances its robustness
against channel variations across both time and frequency
domains. This means that the proposed signature remains
stable and reliable regardless of fluctuations in the strength
of individual signal paths within the channel. This is due to
the structure of the proposed signature that relies only on the
departure and arrival angles of the channel paths. Note that
these physical angles in the uplink channel are roughly the
same as the angles in the downlink channel in TDD/FDD
systems, which is called the angle reciprocity [17]. As a result
of this phenomenon, the proposed signature is applicable to
provide a reliable authorized connection in both TDD and
FDD systems.

The study highlights the robustness of the proposed
approach to channel variations in sparse dynamic envi-
ronments, including temporal and frequency changes. This
robustness is achieved through effective tracking of beamspace
channel attributes between legitimate transceiver nodes.

The proposed approach contributes significantly to the field
of PLA in wireless communication networks through the
following key aspects:
• First, a novel approach to PLA is proposed, leveraging

beamspace MIMO channel representation in narrowband
mmWave MIMO systems. The proposed scheme involves
creating a distinctive signature, called enhanced distance
(ED) signature, which measures the distances between the
principal components of beamspace representation from a
reference point and sorts them according to index values.
Unlike existing techniques, our approach provides a more
robust and stable signature capable of effectively handling
channel variations while maintaining adaptability to both
TDD and FDD transmission modes.

• In addressing mobility scenarios, we present an effi-
cient filtering-based tracking algorithm that significantly
enhances the scheme’s ability to manage database sig-
nature mismatches resulting from channel variations due
to mobility. By continuously tracking and updating the
stored signature using both the previous and current
observed signatures of the legitimate node, we success-
fully reduce the overhead of the authentication process.
This improvement allows for longer authorized connec-
tions between nodes, applicable both in static and mobile
environments.

• Moreover, we extend the scope of our proposed tracking-
based PLA scheme to encompass wideband mmWave
MIMO systems. This extension involves the integration
of the ED-based signature with the beam squint effect
and tracking approach, thereby further enhancing the
authentication process.

• Finally, to validate the effectiveness of our tracking-based
PLA scheme, we conduct a comprehensive simulation
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Fig. 1. System model for a mmWave MIMO scenario with an attacker.

analysis. This evaluation encompasses detection and false
alarm rates under varying degrees of channel sparsity and
dynamicity levels. Through this thorough examination,
we provide empirical evidence supporting the robustness
and applicability of our proposed approach in diverse
scenarios.

C. Organization and Notations

The remaining sections of this paper are organized as
follows: Section II presents the model of a dynamic mmWave
MIMO system. Subsequently, Section III introduces the pro-
posed tracking-based PLA approach, specifically designed for
narrowband transmission. This section provides a detailed
explanation of the ED signature extraction process and intro-
duces the tracking model. Section IV discusses the extension
of the ED signature to wideband transmission, with emphasis
on utilizing the beam squint effect to enhance authentication
performance. Additionally, this section outlines the tracking
process in wideband signaling. The simulation results and
analysis of the proposed tracking-based PLA approach are pro-
vided in Section V. Finally, Section VI provides the conclusion
of the work.

Notation: Bold uppercase A, bold lowercase a, and unbold
letters A, a denote matrices, column vectors, and scalar values,
respectively. (·)H , (·)T , and (·)−1 denote the Hermitian, trans-
pose, and inverse operators. CM×N denotes the space of M×N
complex-valued matrices. ||a|| is 2-norm of vector a and |a| is
the modulus of scalar a.

II. SYSTEM MODEL AND ASSUMPTIONS

A dynamic mmWave MIMO system model is considered
with three entities: Alice, Bob, and an attacker, as shown
in Fig. 1. Bob is the legitimate base station that needs
to authenticate Alice’s identity, while the attacker seeks to
impersonate Alice. All nodes in the system are assumed to
have a multi-antenna array, specifically a one-dimensional
uniform linear array (ULA) with NA, NB, and NE antenna
elements, respectively.1 The sparse channel between different

1Note that the system can be also applied to a two-dimensional antenna
arrays such as uniform planar array (UPA) and uniform circular array (UCA).

nodes is modeled as a time-varying geometric model [18] and
expressed by the following equation

HXY =

L(XY)
pX

l=1

βla(Y)
R (θR,l, vR,l)a(X)∗

T (θT,l, vT,l), (1)

where X ∈ {A, E} and Y ∈ {E, B} represent the nodes in
the system, and HAB, HAE, and HEB denote the channels
between Alice-Bob, Alice-attacker, and attacker-Bob, respec-
tively. L(XY)

p is the number of channel path between node X
and node Y. βl is a complex channel gain with a complex
normal distribution CN (0, 1). The steering vectors of the
transmitter and receiver are denoted by a(X)

T ∈ CNX×1 and
a(Y)

R ∈ CNY×1. The relative Doppler shift of the transmitter
and receiver movement, vT,l and vR,l, are chosen from the set
vl ∈ [−vmax

2 , vmax
2 ], θR is the AoA, and θT is the AoD, where both

angles follow the uniform distribution ∼ U(−π/2, π/2). For a
ULA structure, the steering vector is given as

a(θ, v) =
1
√

N

h
1, e− j2π dc

λc
sin(θ)

�
1+ v

fc

�
, · · · ,

e− j2π(N−1) dc
λc

sin(θ)
�

1+ v
fc

�iT
, (2)

where λc is the carrier wavelength and dc is the antenna
element spacing, N ∈ {NA,NB,NE}, and θ ∈ {θT , θR}.

The sparsity of mmWave channels in the beamspace domain
makes the beamspace representation a better choice since,
it allows efficient representation and estimation of channel
parameters, low overhead processing, and noise robustness.
The spatial and beamspace domains are related by a spatial
discrete Fourier transform (DFT) represented by the unitary
matrix U [19]. Hence, the beamspace representation of the
spatial channel in (1) can be given by

H(XY)
b = UYHXYU∗X ,

=

L(XY)
pX

l=1

βlc̃Y,lc̃∗X,l, (3)

where UY ∈ C
NY×NY and UX ∈ C

NX×NX represent the unitary
DFT matrices at receiver and transmitter side, respectively.
c̃l denotes the l-th path component in the beamspace, and is
determined as

c̃l = Ua(θl, vl),

=
�
Υ(ψ̄l − ψ1),Υ(ψ̄l − ψ2), · · · ,Υ(ψ̄l − ψN)

�
, (4)

where c̃l ∈ {c̃X,l, c̃Y,l}, U ∈ {UX ,UY }, θl ∈ {θT,l, θR,l}, vl ∈

{vT,l, vR,l}, and Υ(Λ) = sin NπΛ
sin πΛ

is the Dirichlet sinc function.
ψ̄l = dc

λc
(1 + vl

fc
) sin θl, ψ̄l ∈ {ψ̄T,l, ψ̄R,l}, and ψn = 1

N (n − N+1
2 ) is

the spatial direction in the beamspace domain for n ∈ {nX =

1, 2, · · · ,NX , nY = 1, 2, · · · ,NY }.

III. PROPOSED NARROWBAND TRACKING-BASED
PLA APPROACH

The PLA process proposed in this work consists of two
stages: training and verification. In the training stage, Bob ver-
ifies Alice’s identity using higher-layer protocols and extracts
a unique physical layer signature from the received signal,
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Fig. 2. The beamspace channel representation (a) without considering beam squint effect, and (b) with beam squint effect.

which is then stored in a database [20]. This stage assumes
that only Alice and Bob nodes exist. In the verification stage,
Bob employs pilots to detect and extract the signature from
a received signal, where a hypothesis test is built to compare
the stored signature in the database with the extracted one
and verify the identity of the transmitter node as legitimate or
not. However, due to the high channel variation in dynamic
environments where Alice, Bob, or both are moving at a
specific speed, database signature mismatching can occur,
leading to authentication failures. To address the signature
mismatching problem, an additional stage called the tracking
stage, is introduced in this work. Through iterative updates
over time, the tracking stage minimizes the mismatch between
the signature observed in the training stage and the one in
the verification stage, thereby improving the authentication
system’s performance. It should be noted that both the training
and verification stages estimate the channels at Bob’s end
using pilot signals s.

In this section, the procedure for extracting the proposed
ED signature is discussed, and then the detection model is
described. After that, the tracking process is presented.

A. ED Signature Extraction in Narrowband Transmission

Mmwave channel exhibits a limited scattering nature, result-
ing in a sparse channel property, while changing more rapidly
than the sub-6GHz channels. Hence, a virtual sparse channel
representation also called a beamspace representation, is the
natural choice for the mmWave MIMO channels. In this
beamspace representation, channel parameters including angle
of departures and angle of arrivals can be easily estimated and
extracted using sparse estimation methods with low overhead
processing. It is proved that the angle estimation is robust
to noise while presenting an accurate angle reciprocity even
at low signal-to-noise ratio (SNR) levels. In this section,
we propose a ED signature extraction method based on the

channel parameters, angle of departures and angle of arrivals,
in the beamspace representation of the MIMO channel.

The process of extracting the ED signature in the narrow-
band transmission is done during the training stage and can
be described as follows:

1) At the first step, the system processes a channel estima-
tion method to estimate the parameters angle of arrivals,
angle of departures, and Doppler shift v such as methods
in [21].2

2) Determine the index of the strongest element in the
beamspace representation corresponding to the estimated
angle of arrivals and angle of departures. This is done
by finding the n value that makes Λ inside the Dirichlet
sinc function in (4) equal to zero, i.e., optimum n for
path l can be determined as

n∗(l) = arg min
1≤n≤N

ˇ̌̌̌
dc

λc

�
1 +

vl

fc

�
sin(θl) − ψn

ˇ̌̌̌
. (5)

Note that n ∈ {nX , nY }, N ∈ {NX ,NY }, vl ∈ {vT,l, vR,l}, and
θl ∈ {θT,l, θR,l}. Since we are in the training stage, there
are only Alice and Bob nodes, hence, X here refers to
Alice (A) and Y refers to Bob (B). Therefore, nX = nA,
NX = NA, nY = nB, and NY = NB.

3) Assuming that (ψ∗nX
(l), ψ∗nY

(l)) is the optimum spatial
direction pair at path l for AoA and AoD, respectively,
refers to the optimum index selecting in (5), nX

∗(l) and
nY
∗(l). Assuming the reference point (0,0) as shown in

Fig. 2(a), the distance for the pair from the reference
point is calculated as

dl =

q
(ψ∗nX

(l))2 + (ψ∗nY
(l))2. (6)

2Due to the multi-dimensionality and sparsity of mmWave massive MIMO
channels, tensor low-rank decomposition techniques can be fully exploited to
obtain higher channel estimation accuracy with less pilot overhead. Therefore,
a two-stage parallel factor (PARAFAC) tensor decomposition presented in [21]
is employed to estimate the channel parameters in our work.
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4) The distances in the ED vector signature de =

[d1, d2, d3, · · · , dLp ]T are sorted in descend order, i.e.,

d1 > d2 > d3 > · · · > dLp . (7)

5) At the end, the resulting ED signature dst
e (t0) is stored

in the database at Bob’s side.

B. Detection Model

In the verification process that is based on the proposed ED
signature, Bob first estimates the beamspace channel Ĥb from
the received signal yb to detect its parameters. The received
signal in the beamspace domain is given by

yb = UHU∗s„ ƒ‚ …+Un, g(xti ) (8)

where n is a additive white Gaussian noise (AWGN) with
zero mean and variance σ2, n ∼ CN (0, σ2). The novel
ED signature, denoted as de(t1), is then extracted from the
estimated beamspace channel, as explained in Section III-A.

Next, a binary hypothesis test is performed to verify the
identity of the transmitted signal:

K0 : ηL = ||de(t1) − dst
e (t0)|| ≤ ηth,

K1 : ηL = ||de(t1) − dst
e (t0)|| > ηth, (9)

where dst
e (t0) is the ED signature extracted and stored in the

database in the training stage and ηth is a threshold used to
separate between K0 and K1. Hypothesis K0 corresponds to the
case where the legitimate node, Alice, sent the received signal,
while K1 corresponds to the scenario where the legitimate
node, Alice, did not send it (an attacker may have done).

By observing the distribution of ηL as analyzed in [16],
the value of ηL can be approximated to a normal distribution
under a spoofing attack case ∼ CN (µ1, σ

2
1). Hence, for a

given detection rate value γ, the threshold ηth can be obtained
following ηth = Q−1(γ)σ1 + µ1, where Q(·) is the tail distri-
bution function of the standard normal distribution. Here, the
detection probability γ is defined as the probability of correctly
detecting a forged signal when Alice did not transmit, i.e.,
γ = Pr(ηL > ηth|K1).

Under the assumption that the legitimate node channel and
the attacker channel are independent, based on the first-order
Gauss-Markov model [22], the channel correlation of the
legitimate node can be represented

Hti
AB =

LpX
l=1

βl(ti)a(B)
R (θR,l(ti), vR,l)a(A)∗

T (θT,l(ti), vT,l), (10)

where the channel parameters, θR,l, θT,l, and βl, at successive
time slots ti−1 and ti can be mathematically expressed by

βl(ti) = ρβl(ti−1) + ε1(ti−1),
θT,l(ti) = θT,l(ti−1) + ε2(ti−1),
θR,l(ti) = θR,l(ti−1) + ε3(ti−1), (11)

with ρ is channel correlation coefficient between channel gain
samples, ε1(ti−1) ∼ CN (0, 1 − ρ2), ε2(ti−1) and ε3(ti−1) ∼
U(−%, %) [23].

C. Tracking Process for The ED Signature in Narrowband
Transmission

In mmWave transmission, the channel information obtained
may last for a short period, due to short channel coherence
time at these bands. Then, the channel has to be estimated
again in the later transmission. Hence, a frequent estima-
tion and authentication process is needed. This increases the
complexity overhead in the system, especially in an environ-
ment where the transmission nodes or the scatters are in a
movement, i.e., a dynamic environment. Therefore, a tracking
approach can be applied to reduce the estimation overhead.

A tracking stage is integrated into the PLA process to
enhance the authentication performance in dynamic environ-
ments such as high-speed railways. This mechanism tracks and
updates the physical layer database signature in response to
channel variations, resulting in a longer authorized connection
period. This is possible because the beamspace channel param-
eters corresponding to Alice’s node and signature change
slowly, while an unauthorized node likely causes abrupt
changes.

In our system model, the authentication process begins
with initial channel acquisition to estimate the channel and
authorize transmission nodes using upper-layer authentica-
tion techniques. Once channel estimation is completed and
physical-layer channel features are extracted, the system enters
a tracking mode. Various channel tracking techniques are
employed to monitor temporal channel variations using a
limited amount of radio resources. This tracking procedure is
repeated in each transmission cycle and can be sustained for a
defined period, denoted as To [24], aligning with processes
outlined in the 5G NR standard [25]. The tracking mode
concludes either when the transmission cycle exceeds To or
when the connection between the nodes is lost due to sudden
blockage or shadowing.

In the tracking stage, the first step is to define the state
evolution and measurement models as shown below

xti = f (xti−1 ) + wti ,

zti = g(xti ) + vti . (12)

Here, f denotes the state transition function, g represents the
measurement model given in (8), w and v denote the process
and observation noises, respectively. The noise vectors follow
a Gaussian distribution with w v N (0,Q) and v v N (0,R). It
is important to note that the state vector x captures the tracking
parameters related to the physical layer characteristics of the
developed signature, i.e., x = [θT , θR]T .

The model of the state transition function f for the tracked
parameters x follows the first-order Gauss-Markov model, i.e.,
θti = θti−1 + ζ ti where ζ v N (0,Σ2) [22], θ ∈ {θT , θR} and
Σ ∈ {ΣT ,ΣR}. Note that the vectors θT and θR represent the
angle values at all channel paths.

For a time-varying channel, channel gain β changes rapidly,
while the angles θT and θR vary slowly. The angular variation
can be measured according to the variation in Σ. Even with
high Σ variation, since the correlation between the current
angle and the previous one is high, the variation of the angle
can be easily tracked over time.
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To deal with the nonlinearity of the system, an extended
Kalman filter (EKF) [26] is employed in this work due to
its excellent performance and low computational complexity.
The EKF effectively addresses error accumulation in track
filtering by combining predictions based on a dynamic model
with corrections from noisy measurements, thereby adapting
to nonlinearity and noise in the system. It uses feedback to
estimate the process state and divides the main iteration model
into two stages: time propagation and observation update [22].

In time propagation, the filter updates the current state
vector and error covariance according to the previous time
information, i.e.,

x−ti = f (xti−1 ),

P−ti = Ati−1 Pti−1 AT
ti−1

+ Q, (13)

where x−ti represents the priori estimate of the state vector at
time ti, P−ti represents the covariance matrix of priori estimate,
and Ati−1 =

d f
dx |x−ti−1

is the Jacobian matrix of f (x) at x−ti−1
.

In the observation update, the filter gain is combined with
the prior estimate and observation values to form the posterior
estimates, i.e.,

Kti = P−ti HT
ti

1
Hti P

−
ti HT

ti + R

xti = x−ti + Kti

�
yb − g(x−ti )

�
Pti =

�
I − Kti Hti

�
P−ti (14)

where Kti is the filter gain and Hti =
dg
dx |x−ti

is the Jacobian
matrix of g(x) at x−ti .

Note that the initial stage of the filter is taken from the
physical layer characteristics extracted from the estimated
channel at time t0. As long as the transmitter node is authorized
(i.e., the case K0 occurs showing that the authentication
is successful), within tracking duration To, Bob tracks the
legitimate node’s physical layer characteristics and updates its
database. The process returns to the first step if authenticating
the transmitted node fails (i.e., the case K1 occurs pointing out
that the authentication has failed) or the system exceeds the
tracking period.

Figure 3 summarizes the proposed tracking-based PLA
mechanism.

IV. PROPOSED WIDEBAND TRACKING-BASED
PLA APPROACH

In practical wideband mmWave MIMO systems, frequency
selectivity leads to wideband characteristics, resulting in the
occurrence of the beam squint effect [27]. This effect causes
the channel steering vector to become frequency-dependent,
resulting in a modified expression for (2) as follows

a(θ, f ) =
1
√

N

�
1, e− j2π dc

λc

�
1+ v+ f

fc

�
sin(θ)

, · · · ,

e− j2π(N−1) dc
λc

�
1+ v+ f

fc

�
sin(θ)�T

. (15)

This leads to have different beam pointing direction for a
different frequency at both transmission and reception, where
the angle at a specific frequency is expressed as [28]

θ( f ) = sin−1
�

f
fc

sin θ̂
�
. (16)

Fig. 3. The proposed tracking-based PLA flowchart.

With a beam squint effect, the phase adjustment of the analog
beamforming varies as a function of frequency as in (16)
which limits the system performance. Therefore, numerous
approaches have been proposed in the literature to deal with
this problem. For example, some approaches utilize true-time-
delay (TTD) lines [29], [30] to mitigate the beam squint effect
in terahertz massive MIMO systems. On the other side, analog
and hybrid beamforming designs [31], [32], [33], [34], [35] are
also proposed to compensate for this effect. Although all these
works tend to eliminate the beam squint effect, the squinting
effect can be exploited to facilitate some level of security in
communication networks. In this work, we propose the use of
the beam squint effect in enhancing the proposed PLA scheme
in wideband transmission.

Figure 2 provides an example of beamspace channel rep-
resentation for a two-path MIMO channel. As shown in
Fig. 2(a), a single path beam points to a particular grid point.
However, due to the beam squint effect, the same path beam
diffuses to multiple grid points, as demonstrated in Fig. 2(b).
This phenomenon introduces limitations to the communication
performance in wideband massive MIMO systems and poses
challenges to traditional narrowband techniques. However, in
this work, the beam squint effect is utilized to improve the
authentication performance by increasing the richness of the
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enhanced distance signature. The details of this approach will
be explained in the following sections.

In the following subsections, the process to detect and
extract the ED in the wideband transmission is explained.
Then, the modification of the tracking model for the wideband
transmission is discussed.

A. Beam Squint-Based ED Signature in Wideband
Transmission

The beam diffusion phenomenon in wideband MIMO sys-
tems allows for extracting multiple distance values, as shown
in Fig. 2. In orthogonal frequency division multiplexing
(OFDM) system with NFFT subcarriers, ideally, 2NFFT different
distances can be extracted within a single path, as the beam is
diffused in both the transmitter and receiver nodes, covering
multiple grid points. However, due to the limited resolution
of grid points in beamspace representation, resulting from a
limited number of antenna elements at both ends, the number
of the extracted distances is lower than in the ideal case. To
address this, M distance signatures are extracted from a single
beam (within one path), where M � NFFT, is chosen based on
the squinting amount in each beam, to obtain distinct distance
values.

The process of extracting the enhanced distance signature
in the wideband transmission is done during the training stage
and can be described as follows:

1) First, the system processes a channel estimation method
to estimate the parameters angle of arrivals, angle of
departures, and Doppler shift v such as methods in
[36] and [37] under wideband massive MIMO system
design.3

2) Assume a multicarrier system as in OFDM with NFFT
subcarriers, the directions (angle of arrivals and angle of
departures) of the beam within one path are calculated
for all subcarriers using (16). The step is repeated for
all paths to get 2NFFT angles for each path (NFFT values
for angle of departures and NFFT values for angle of
arrivals).

3) Determine the index of the strongest element in the
beamspace representation corresponding to the estimated
channel parameters. This is done by finding the n value
that makes Λ inside the Dirichlet sinc function in (4)
equal to zero, i.e., optimum n for path l at specific
subcarrier can be determined as

n∗ = arg min
1≤n≤N

ˇ̌̌̌
dc

λc

�
1 +

f + v
fc

�
sin(θ( f )) − ψn

ˇ̌̌̌
, (17)

for n ∈ {nX , nY } and θ ∈ {θR, θT }. The optimum supports
(n∗X , n

∗
Y ) give the optimum virtual pair (ψ∗nX

, ψ∗nY
) for AoA

and AoD.
4) Since the beamspace representation has a resolution

limitation issue based on the antenna array size at both
transmitter and receiver nodes, some of the optimum

3In the work here, we utilize the off-grid sparse Bayesian learning-based
channel estimation algorithm, as presented in [36], to estimate the wideband
mmWave MIMO channel with the beam squint effect. The algorithm works
on the continuous angle-delay parameter domain to avoid grid mismatch
problems and estimate the channel parameters with good accuracy.

virtual pairs may equal each other. Hence, we drop the
repeated pairs and remain with the unique ones which
are assumed to be M pairs.4

5) Assume that (ψ∗mx
, ψ∗my

), with mx and my ∈ m and
m = 1, 2, · · · ,M, is the optimum spatial direction pair in
a single path for AoA and AoD, respectively. Given a
reference point of (0,0), the distance of each pair from
the reference point is calculated as

dm =
q

(ψ∗mx
)2 + (ψ∗my

)2, (18)

for m = 1, 2, · · · ,M.
6) Steps 3 to 5 are repeated on each channel path to get all

acceptable pairs to build the distance signature. Then,
the distances are sorted in descending order, that is,

d1 > d2 > d3 > · · · > dM′ , (19)

where M′ =
PLp

l=1 Ml with Ml is the number of pairs M
that are extracted from the path l.

7) At the end, the resulting enhanced distance signature
dst(t0) in the wideband system is stored in the database
on Bob’s side.

Detection Process: In the verification stage, the discussion
in Section III-B is followed here where the channel is esti-
mated from the received signal, then the characteristics of
the physical layer are detected and extracted. After that, a
hypothesis test is applied to the extracted features using (9) to
detect the legitimate node and authenticate it.

B. Tracking Process for The ED Signature in Wideband
Transmission

The proposed approach for tracking the beam squint-based
enhanced distance signature is extended from the narrowband
case discussed in Section III-C where the state vector x must
include the angles of all paths and the angles of different
frequencies used for constructing the signature for a given
path.

As a result, the size of the θ vector needs to be expanded
to include the angles from different frequencies on each
channel path for both θT and θR. This expansion increases
the complexity and time overhead of the tracking approach.
To mitigate this complexity, we exploit the correlation between
the angles of a single path, which are determined based on a
fixed formula (i.e., a function of frequency and angle at the
carrier frequency fc, as given in (16)). Therefore, only the
angles corresponding to fref within are tracked, and the other
angles are calculated as θ( fm) = sin−1( fm/ fref sin θref), where
θref is the reference angle used in the tracking process with its
corresponding frequency fref.

In detail, the state vector x is divided into two parts: xA

and xB. Vector xA = [θA
T , θ

A
R]T is 2LP × 1 a state vector

that captures the tracking parameters related to the physical
layer characteristics of the developed signature in the reference
subcarrier fref. Vector xB = [θB

T , θ
B
R]T is 2(M′ − LP) × 1 state

vector that captures the parameters related to the physical

4Note that, for the virtual pair corresponding to the angles AoA and AoD
at carrier frequency fc, if there are similar virtual pairs to this pair, the other
pairs are dropped and the pair corresponds to fc remains for the next step.
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layer characteristics of the developed signature, which can
be extracted and calculated from the reference angles in the
state vector xA using (16). This approach reduces the tracking
complexity to be similar to that of narrowband systems.

The process of tracking the enhanced distance signature in
the wideband transmission is done as follows:

1) For time propagation stage, the tracking filter updates
the current state vector xA and its covariance matrix as
in (13), i.e.,

xA−
ti = f (xA

ti−1
),

PA−
ti = A′ti−1

PA
ti−1

A
′T
ti−1

+ Q, (20)

where A′ti−1
=

d f
dx |xA−

ti−1
is the Jacobian matrix of f (x) at

xA−
ti−1

. On the other hand, the current state vector xB is
updated as

xB−
ti = Q(xA−

ti ), (21)

where Q is the transition function for the parameters
θB

T and θB
R given as θ( fm) = sin−1( fm/ fref sin θref) where

θ( fm) ∈ {θB
T , θ

B
R} and θRef ∈ {θ

A
T , θ

A
R}.

2) For the observation updating stage, the tracking filter
gain is given as

KA
ti = PA−

ti (HA
ti )

T 1
HA

ti PA−
ti (HA

ti )
T + R

, (22)

where HA
ti =

dg
dx |xA−

ti
is the gradient of the measurement

function g(x) at xA−
ti and xB−

ti . Furthermore, the posterior
estimates are given as

xA
ti = xA−

ti + KA
ti

�
yb − g(xA−

ti , x
B−
ti )
�

PA
ti =

�
I − KA

ti HA
ti

�
PA−

ti

xB
ti = Q(xA

ti ) (23)

After tracking the developed signature reserved in the
database, the database is updated and the verification process
is started again to authenticate the legitimate user.

V. SIMULATION RESULTS

In this section, we evaluate the performance of the proposed
tracking-based PLA scheme through simulation analysis in
terms of the probability of detection γ and probability of false
alarm α. We assume that the attacker has the same capability
as Alice, with NE = NA = 128 antenna elements, while Bob
has NB = 256 antenna elements, and uses M = 3 for the
wideband systems. The EKF parameters utilized in this study
are adopted from [22] where ΣT and ΣR are assumed to be
0.25o in a static environment, and 0.5o and 0.75o in a dynamic
environment. The initial filter state is xto = x̂o, where x̂o is the
estimated values of angle of departures and angle of arrivals,
and its covariance is Pto = diag([ΣT ,ΣR]).

Unless stated otherwise, the numerical values of the used
system parameters are given in Table I. Note that Lp = 4
corresponds to a high sparse channel environment while Lp =

20 corresponds to a low sparse one. When the system is static,
the parameters are set to vmax = 0, ρ = 0.99, and % = 0.01.
In a low-dynamic environment, the parameters are adjusted to
vmax = 0.01 fc, ρ = 0.8, and % = 0.1, while in a high-dynamic
environment, vmax = 0.1 fc, ρ = 0.7 and % = 0.5.

TABLE I
SIMULATION PARAMETERS

The results of the ED signature-based PLA scheme de are
benchmarked against the distance signature proposed in [16]
referred to d and the sparse beamspace channel signature
presented in [23] referred to Hb. To provide a more compre-
hensive evaluation of our proposed approach, we evaluate the
performance of the proposed ED signature with and without
the sorting step in (6) and (18). The performance of the
proposed ED signature with the sorting step refers to “de”
and without the sorting step refers to “de w/o sorting” in the
figures below.

A. Narrowband Transmission

In this section, we evaluate the authentication performance
in narrowband transmission where the gain remains the same
for each frequency in the range, given that the system band-
width does not exceed 100 MHz. Narrowband communication
is the perfect option for any application that needs reliable,
low-power, and long-range communications.

In Fig. 4, we present the analysis of the probability
of detection (γ) versus the probability of false alarm (α)
across different sparsity levels in narrowband transmission.
In Fig. 4(a), we observe that the proposed ED signature de

consistently outperforms signatures d and Hb across varying
levels of channel sparsity in static environments. This superior
performance underscores the effectiveness of our proposed
approach, particularly in scenarios with sparse channels.

Moving to Fig. 4(b), we delve into the performance
of the ED signature in dynamic environments. Here, our
approach demonstrates significant improvement over bench-
mark signatures. This enhancement is primarily attributed to
the robustness of the ED signature in adapting to arbitrary
channel variations, facilitated by the refinement of the sorting
mechanism within our algorithm. Comparing the performance
of our proposed ED signature with and without the sorting
step in Figs. 4(a) and (b), it is observed that while the
sorting mechanism enhances the consistency between Alice
and Bob, it introduces a trade-off by slightly reducing the
signature’s randomness. This reduction in randomness can,
in some scenarios, impact the robustness of the signature,
particularly in environments with high interference or noise
levels thus slightly degrading the PLA system performance.
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Fig. 4. Probability of detection vs probability of false alarm analysis for (a) static, (b) low-dynamic, and (c) high-dynamic environment in narrowband
transmission.

Figure 4(c) presents the performance of our tracking-based
PLA approach in high-dynamic environments. It is noticed
that the tracked ED signature exhibits enhanced performance
and resilience across different sparsity levels. Notably, as the
number of paths increases, the degradation in performance
is mitigated due to the application of the tracking approach.
Specifically, the tracking mechanism plays a pivotal role in
continuously updating the stored signature for the intended
user based on channel variation statistics. This proactive
adjustment reduces the mismatch between the intended user’s
stored signature and their current signature. Consequently,
the need for frequent authentication processes for that user
is diminished, contributing to a more efficient and seamless
authentication experience. Remarkably, from Fig. 4(c), our
approach remains applicable even in single-path systems,
Lp = 1, unlike previous methods such as those based on
signatures d and Hb, which fail to operate effectively in such
scenarios.

B. Wideband Transmission

The authentication performance in the wideband transmis-
sion is evaluated in this section, where the system bandwidth
goes beyond the channel coherence bandwidth and reaches
the GHz bands. It is preferable in applications with high data
rates such as IoT devices, criminal surveillance applications,
and public safety services. Here, we assume that the system
bandwidth is W = 5 GHz. Therefore, multicarrier signaling is
used, such as OFDM with 1024 subcarriers (NFFT = 1024). For
simplicity, it is assumed that the number of extracted distances
from all paths is similar (i.e., M = M1 = M2 = · · · = MLp ) and
equal to 3 (M = 3) where we utilize the first, last, and middle
subcarriers ( f1, fNFFT/2 and fNFFT ) in the system band to extract
the distance signature within one path.

Figure 5 represents the probability of detection γ versus
probability of false alarm α analysis at different sparsity
levels in wideband transmission under the beam squint effect.
Fig. 5(a) shows the ED signature performance in a static
environment, while Fig. 5(b) represents the performance in

a low-dynamic environment. For a fair comparison, both
the distance signature in [16] and the beamspace channel
signature in [23] are modified to be applicable to wideband
transmission. For the distance signature, the channel gain-
based sorting mechanism is applied to the extracted distance
vector at each utilized subcarrier frequency (first, middle, and
last subcarriers). Then, the sorted distance vectors are arranged
in one vector called d̂. Similarly, the beamspace channel at
the utilized subcarriers (first, middle, and last subcarriers) is
extracted and stored in one matrix signature called Ĥb. It
is noticeable from both figures, Fig. 5(a) and (b), that the
proposed ED signature-based wideband transmission outper-
forms the existing ones d̂ and Ĥb in both static and dynamic
environments. This superiority arises from the fact that the
proposed ED signature is constructed based only on virtual
angle indices in the beamspace representation corresponding
to estimated angles and the distance between the indices and
the original point. It is proven that the virtual angle estimation
is robust to noise and exhibits high reciprocity even in low
SNR regimes. Consequently, sudden channel variations do not
significantly affect the estimated virtual angles, ensuring that
the proposed ED signature remains stable. In contrast, d̂ and
Ĥb signatures depend on the path gain at each virtual angle,
which reduces their stability and makes them more susceptible
to noise and channel variations. In wideband transmission with
a frequency-selective fading channel, these variations become
more pronounced, further diminishing the performance of
these signatures. Additionally, it is observed from the figure
that the proposed approach makes the authentication perfor-
mance less dependent on the sparsity level of the channel.

Figure 5(c) showcases the performance of our tracking-
based PLA approach in a highly dynamic environment.
Mirroring the trends observed in narrowband transmission, the
tracked ED signature-based wideband transmission exhibits
a substantial improvement in authentication performance
compared to non-tracked signatures across different sparsity
levels. Moreover, our proposed tracking-based PLA approach
demonstrates adaptability even in single-path channels, further
extending its applicability. In summary, the tracking-based

Authorized licensed use limited to: Istanbul Medipol Universitesi. Downloaded on November 06,2025 at 09:22:49 UTC from IEEE Xplore.  Restrictions apply. 



10384 IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 19, 2024

Fig. 5. Probability of detection vs probability of false alarm analysis for (a) static, (b) low-dynamic, and (c) high-dynamic environment in wideband
transmission.

Fig. 6. Probability of misdetection vs system bandwidth.

approach presents a promising solution for ensuring secure and
reliable authentication in wideband mmWave MIMO systems,
offering robust performance from the lowest to the highest
sparsity levels.

In order to evaluate the performance of our proposed
approach within wideband transmission, Fig. 6 illustrates the
analysis of the probability of misdetection versus system band-
width over different SNR levels. The misdetection probability
is given as Pmd = 1 − γ = 1 − Pr(ηL > ηth|K1). Here, we
assume that the system has only 4 paths (Lp = 4) and the
false alarm rate is 0.1 (α = 0.1) operating in a low-dynamic
scenario. In our proposed beam squint-based ED signature
extraction, we assume Ml is different for different paths and
is calculated based on the different d values that are extracted
using (17) and (18) from each path. The figure reveals that
with an increase in bandwidth, the misdetection probability
of our proposed signature increases, holding true for both
low and high SNR levels. This phenomenon is due to the
escalating squinting effect with larger bandwidths, causing
the squinted angles to exhibit greater variations, especially
in dynamic environments. Consequently, the tracking process
becomes necessary to address these variations effectively.

Fig. 7. Probability of detection vs channel estimation error analysis.

To evaluate the robustness of our proposed approach against
imperfect channel estimation parameters, Fig. 7 shows the
analysis of the probability of detection γ versus channel esti-
mation error in both narrowband and wideband transmissions
at a false alarm rate of 0.1. We observe that the detection rate
of our proposed signature decreases by approximately 33%
in narrowband systems and around 64% in wideband systems
for both static and low-dynamic scenarios. Despite high error
variance, our proposed signature demonstrates robustness to
imperfect channel parameter detection in narrowband trans-
missions. However, the impact of imperfect estimation is
more significant on the proposed PLA approach in wideband
transmissions. This difference in robustness between narrow-
band and wideband systems can be attributed to the inherent
characteristics of wideband channels. Wideband systems expe-
rience more pronounced frequency selectivity and beam squint
effects, which exacerbate the sensitivity to estimation errors.
These factors lead to greater variation in the channel response
across different frequencies, making accurate channel estima-
tion more challenging.

Figure 8 displays the behavior of our enhanced distance sig-
nature de during the tracking period in low- and high-dynamic
environments. The variation of the normalized enhanced

Authorized licensed use limited to: Istanbul Medipol Universitesi. Downloaded on November 06,2025 at 09:22:49 UTC from IEEE Xplore.  Restrictions apply. 



AFEEF et al.: ROBUST TRACKING-BASED PHY-AUTHENTICATION IN mmWAVE MIMO SYSTEMS 10385

Fig. 8. The normalized signature variation vs time analysis.

signature over time is given as

δ(ti) =

ˇ̌̌̌ˇ̌̌̌
de(ti) − de(ti−1)

de(ti−1)

ˇ̌̌̌ˇ̌̌̌
. (24)

The figure illustrates a noteworthy trend: the enhanced sig-
nature variation converges towards a fixed value over time
with the adoption of the tracking process in the authentica-
tion scheme. Conversely, in higher dynamic systems without
tracking, signature variation experiences a significant increase.
This divergence in behavior can be attributed to the fun-
damental design of the proposed signature, which leverages
low-variation physical layer features to build a unique sig-
nature to legitimate nodes. By implementing the tracking
process, we exert control over this variation, effectively sta-
bilizing the signature over time. This stabilization not only
extends the duration of authorized connections but also ensures
sustained authentication performance. Essentially, the tracking
mechanism acts as a stabilizing force, mitigating the impact
of dynamic channel conditions and preserving the integrity of
the authentication process.

VI. CONCLUSION

This paper presents a novel tracking-based PLA scheme
for narrowband and wideband mmWave MIMO networks
in mobility scenarios. The proposed scheme introduces an
enhanced distance signature that can be tracked and updated,
providing longer authentication periods in both TDD and
FDD transmissions within static and dynamic environments.
Simulation results demonstrate the superior authentication
performance of the proposed scheme compared to existing
approaches in narrowband and wideband scenarios. This pro-
posed system provides an efficient authentication solution for
future mobile networks that are prevalent in next-generation
wireless networks. Future work involves the integration of
hardware-based features with the proposed signature to fur-
ther enhance authentication performance in highly dynamic
scenarios.
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